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What we will cover
• Introduction to AI

• Just enough theory so you understand the basic operation of an AI model

• Risks of AI
• Understanding of the risks of AI based on how it works
• How to mitigate the risks

• Responsible usage of AI
• Suitable use cases
• Managing risk effectively
• Policies and Procedures

• SASC’s guidance on AI usage

Disclaimer: Views and guidance expressed within are my own and not reflective of my current 
or previous employers.
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What is Artificial Intelligence?

Artificial Intelligence is the theory and development of computer 
systems able to perform tasks normally requiring human 

intelligence
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Using AI
• AI is embedded in almost all technology that you will use.
• Most people will encounter AI through assistance 

applications such as Siri or Alexa where AI is used as an 
enabler for the function of the assistant.

• But also, for direct usage of AI, you may be familiar with 
ChatGPT, Gemini or Claude.  These are all products 
providing a specific type of AI called Generative AI.

• Generative AI is a type of artificial intelligence that creates 
entirely new content—such as text, images, audio, and 
video—in response to the user’s inputs.
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Discriminative versus Generative AI

• Discriminative AI
• Used to classify or predict based on input 

data
• Trained on a specific dataset of labelled data
• Learns the relationship between the features 

of the data points and the labels 

• Generative AI
• Generates new data similar to the data 

it was trained on
• Trained on a large amount of general 

data
• Understands the distribution of data 

and how likely a given example is
• Predicts the next item in the sequence
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How is a Discriminative AI model created?

Model Training DataYX

True110

False11

True77

Model Inference OutputYX

True (100%) False (0%)110

False (90%) True (10%)107

True (60%) False (40%)76

Discriminative AI has learned the relationship between input and output, it can determine the pattern of inputs to 
produce any particular output and provide an accuracy measure of the output
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How is a Generative AI model used?
OutputInference 

(next word)
Input

The cat sat onon (0.9), 
by (0.8), 
in (0.4)

The cat sat…

The cat sat on 
the

the (0.7), 
my (0.4), 
her (0.3)

The cat sat 
on…

The cat sat on 
the mat

mat (0.7(, 
bed (0.4),
dog’s tail (0.1)

The cat sat on 
the…

Generative AI does not ‘know’ the answer, it is predicting the next word in the sentence based on its training 
data, it then passes that output repeatedly back through the process until completion
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How is AI different to normal computer 
programming?
• Traditional computers have a set of rules 

expressed as computer code.  If you 
understand the input and the rules, you will 
know what the output will be.  Given the 
same input it will produce the same output.  
It is deterministic.

• Generative AI systems don’t follow pre-
defined rules, you cannot determine how it 
arrived at the output. And we cannot 
guarantee that it will give the same output 
next time.  It is non-deterministic

2 x5 10

x ? y
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Discriminative AI is trained for deep knowledge in a narrow specific 
domain whereas Generative AI is trained for general purpose usage.

Discriminative AI solutions will give a probabilistic or inconclusive result 
in boundary conditions.

Generative AI will give an answer when asked a question, but this could 
be incorrect, and usually it will not say it does not know the answer.

ChatGPT, Gemini, Claude, etc. are all Generative AI solutions.

Incorrect Responses from AI is called 
Hallucination
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Examples of Hallucination
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• Is 95% accuracy good enough?
• For a fraud detection system?
• For a customer service chatbot?
• For a facial recognition system?
• For a medical diagnosis?

• Risk tolerance requires awareness 
and management.

• Risk can be:
• Avoided
• Mitigated
• Accepted 
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AI Misinformation

• AI trained on data in 2025 might produce outdated output now.
• AI is trained on public data; such as websites, twitter, facebook, etc.  

Inaccuracies in the training data can leak into the output. 
• Generative AI can produce highly accurate but fictional images, videos 

and audio (usually known as deepfakes). This can enable fraud and 
manipulation.

• Also newer AI systems can be trained on data produced by older AI 
systems, reinforcing hallucinations as facts.

• Because AI output is very articulate and capable of producing a lot of 
content quickly, it is easy to miss errors if not enough time is given to 
review.
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AI Risks

DescriptionRisk

Hallucination can produce plausible but incorrect outputs.Accuracy

AI can increase discrimination if trained on non-representative datasets.  E.g. a skin 
cancer diagnosis might be biased if the training data lacked diverse skin colours.

Bias

AI can produce different results from the same inputs leading to hard to detect errors.Consistency

AI systems are a black box, AI decisions cannot easily be reviewed for accuracy or 
fairness.

Opacity

AI systems may record input and output data and use this to further train a model.  
Hackers could access the model or records revealing confidential data.

Data Privacy

Excessive or uncritical dependency on AI to make decisions or perform tasks is at the 
expense of human judgement, oversight or responsibility.

Overreliance
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Human in the loop

• Human in the loop (HITL) is a way of designing and interacting with AI 
systems where the human is the ultimate decision maker.

• Instead of letting the AI work unsupervised, it is the human who guides, 
supervises, corrects and reviews the AI system at key points.

• The AI does a lot of the work, but the human is ultimately responsible 
for the outcome.

• HITL is important because:
• Validates and corrects the output generated by the AI system
• Handles edge cases which the AI system could struggle with
• Ensures fairness and ethics to avoid biased or harmful outcomes
• Builds trust in the accuracy of the AI output
• Maintains accountability
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Grounding

• Grounding is a term in Generative AI which focuses the AI model on using a 
verifiable set of data within the process.

• Grounding can limit inaccuracy as the model is used to analyse the data provided, 
rather than using the model’s own memory of facts.

• This may require you to provide the set of data as the input, alongside the task you 
want the AI to perform.

• Grounding can also assist in opacity, by allowing traceability of the AI output to a 
particular portion of the input data

• In essence, grounding can use the AI as a ‘language assistant’ rather than a 
‘knowledge base’.

• Examples of grounding AI usage:
• Asking AI to summarise the financial figures in a company’s annual report
• Asking AI to review a meeting transcript and produce the meeting actions
• Asking AI to convert a Wikipedia page into a simple to understand summary

05/06/2026 © SASC IS A REGISTERED COMPANY LIMITED BY GUARANTEE NO. 6534309 (REGISTERED IN ENGLAND & WALES)



Grounding examples

• Google uses grounding to 
provide the AI overview in their 
search results.

• As part of your search, it takes 
the top results and passes those 
through a Generative AI model to 
produce the AI overview.

• The AI overview contains links to 
the actual pages which it has 
summarized to allow traceability
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• AI can use grounding as part 
of its answers.

• In this example, ChatGPT has 
searched the internet and 
found some relevant answers 
then used these in its 
analysis

• The results contains the links 
used and also other links it 
found.

• However, AI cannot verify the 
accuracy of the links, so the 
user must confirm the 
sources
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• AI can be asked to summarise a 
document that you provide.

• In this example, it has 
summarized a technical 
specification of an antenna used 
for mobile phones

• The AI solution should be based 
on the document, but cannot be 
guaranteed, the user must review 
and confirm accuracy
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• But, even with grounding by 
uploading documentation, 
there can still be 
hallucination…..
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Understanding LLM Reasoning

• In 2023 the concept of ’Agentic AI’ was termed:
• This changed the interaction from 

• question->answer
• Into a multi-pass approach using reasoning aka ‘thinking’

• question->reasoning->find data->analyse->assess->repeat->answer

• All modern LLM use reasoning approaches combined with ‘agents’ to perform 
specific tasks, e.g.

• Search the internet
• Review a document

• The sources of data and the ‘thinking steps’ taken can be viewed alongside 
the LLM result

• Users should be aware of this process and review the sources and steps
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Impact and Mitigating Actions

• Human in the loop is one mitigating action for AI risk.
• Grounding can also assist in making sure AI provides accurate 

outputs
• Understanding the thinking steps and sources the AI used can 

verify the correct approach and correct data is being used
• Other aspects could be procedural tasks which ensure 

correctness of any activity, whether assisted by AI or not
• Four eye review of a task by a colleague
• Downstream testing or validation of the output
• Heightened awareness and review of output which was created by AI
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Impact and Mitigating Actions

Ultimately, responsibility for the output of any AI solution remains 
with the professional undertaking the task.  AI is a tool in assisting 

that professional in their role and they cannot delegate any 
responsibility or liability to AI (or any other tool that they may use).

AI is not a replacement for expertise and experience.
It is your role as a professional to understand how the AI solution 

works so that you can assess the risk and accuracy of it in 
producing any results.

05/06/2026 © SASC IS A REGISTERED COMPANY LIMITED BY GUARANTEE NO. 6534309 (REGISTERED IN ENGLAND & WALES)



3 critical considerations of AI usage

• Accuracy
• How accurate will the AI be in producing the output?
• How will you cater for non-deterministic and inaccuracy?

• Impact
• What is the impact of incorrect output?
• How can you introduce guardrails and mitigations to minimise the 

impact?

• Privacy
• What data privacy risks could be relevant?
• How can you use AI effectively without compromising privacy or data 

regulations?
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SASC AI Guidance

• Guidance is available which covers:
• Data Protection
• Professional Responsibilities
• Acceptable Use Cases
• Unacceptable Use Cases

• Available now on the SASC website
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Further reading

• Introductory training for AI awareness
• https://www.deeplearning.ai/courses/generative-ai-for-everyone
• https://www.deeplearning.ai/courses/ai-prompting-for-everyone
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Additional Slides
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How can AI be used?

Predictive AI identifies patterns in past events to anticipate future behavior.  E.g. 
predicting stock prices, predicting weather

Predictive AI

Visual AI interprets images or videos.  E.g. analyzing road conditions for a self driving car, 
identifying tumors in medical scans

Visual AI

Audio AI interprets sounds.  E.g. speech recognition within a mobile phone, music track 
recognition

Audio AI

Narrow AI focusses on a very specific task.  E.g. recommendations in Netflix, diagnosing 
a specific medical condition

Narrow AI

Generative AI generates content in various forms – text, audio, image or video.  E.g. 
generating a document on a topic, creating a piece of music of a particular style

Generative AI

(Artificial) General Intelligence (AGI) matches human intelligence and means the AI 
system could do any mental task a human could do.  AGI does not exist (yet).

General AI
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• Artificial Intelligence:
• Computer systems able to perform tasks normally 

requiring human intelligence
• Machine Learning (ML)

• AI that learns from data and improves over 
time without being directly told what to do.

• Deep Learning (DL)
• A type of machine learning that uses structures 

called neural networks — designed to mimic how the 
human brain works.

• Natural Language Processing (NLP)
• AI that helps computers understand and use human 

language

• Generative AI
• AI that uses large volumes of data to understand 

language and generate plausible linguistic 
responses. Generative AI uses a combination of Deep 
Learning and Natural Language Processing.  These are 
combined into a mathematical model called a Large 
Language Model (LLM)
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What is an Deep Learning Model?
• A complex mathematical representation of a neural 

system similar to the human brain
• Input layer represents the inputs to the system
• Hidden layers transform inputs using weights and 

biases to the subsequent layers
• Output layers provide the output of the model
• For a known input and output, the weights and 

biases are tuned until the model provides the 
expected output (called training)

• Massively complex and computationally very 
expensive to train and use. 

• Once trained, an input can be provided and an 
output produced, this is called ‘inference’.

• Deep learning has existed since the 1990s in 2018 
the Generative Pre-trained Transformer(GPT) was 
created, this is the basis of the common AI systems 
in use today.

• The class of AI models based on GPT structures is 
called a Large Language Model.

• Most recent LLMs have had parameters (inputs, layers, outputs) in 
the trillions (10^12) size.

• Specialised computer chips called GPU’s are necessary to process 
data at this scale, making Nvidea (the main provider of GPUs) the 
largest company in the world.
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Discriminative or Generative?

Discriminative or Generative?Example

DiscriminativePredict the score in a football match

GenerativeSummarise a set of news articles to give a latest 
news summary

DiscriminativeAnalyse medical test results to give a diagnosis of 
heart disease

DiscriminativeAnalyse an radiogram image to give a diagnosis of 
cancer

GenerativeAnalyse an image in a news article to explain it to a 
blind person

GenerativeProvide an example itinerary for a trip to Paris

GenerativeConvert a list of bullet points into an email

GenerativeCorrect and improve the grammar in a document
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Discriminative or Generative?

AI TypeInput

DiscriminativeNumber, Discrete Dataset, Class of Data, 
Probability

GenerativeNatural language, image, audio

AI TypeOutput

DiscriminativeAccurate or Probabilistic

GenerativeCreative, loosely bound, good enough
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